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Introduction
The BlackBerry Enterprise Server v4.1.7 (Service Pack 7) is the latest service pack
revision of the BlackBerry software.

There are two different distributions of the service pack, and this document deals with
the upgrade installation package that may be obtained from your mobile network
carrier.

We are currently producing a full BlackBerry Enterprise Server v4.1 Administrators
Guide, which will be available from our web-site shortly.
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Pre-Requisites

In order to successfully install the BlackBerry Enterprise Server, there are a number of
pre-requisites that must be met.

These pre-requisites are:

o BlackBerry Enterprise Server v4.1 is already installed on the server being
upgraded.

e Operating System may be any of the following:
o0 Microsoft Windows 2000 SP4 (Server or Advanced Server)
o Microsoft Windows Server 2003 or later
o0 Microsoft Windows Server 2003 (64-bit)
e Messaging environment may be any of the following:
o IBM Lotus Domino Version 5.0.12
o IBM Lotus Domino Version 6.0.4 or later
o IBM Lotus Domino Version 6.5.1 or later
o IBM Lotus Domino Version 7.0 or later
o IBM Lotus Domino Version 8.0
o IBM Lotus Domino Version 8.5
o IBM Lotus Domino Express Version 7.0
0 IBM Lotus Domino Express Version 8.0
o BlackBerry server Messaging server installed may be any of the following:
o IBM Lotus Domino Version 5.0.12 or later
0 IBM Lotus Domino Version 6.0.1 Critical Fix Pack 2 or later with primary Domain Directory
0 IBM Lotus Domino Version 6.5.4 or later with primary Domain Directory

0 IBM Lotus Domino Version 7.0 with a primary Domain Directory (7.0.2 or higher required
for Microsoft Windows Server 2003 (64-bit)

o0 IBM Lotus Domino Version 8.0 with a primary Domain Directory
0 IBM Lotus Domino Express Version 7.0

o IBM Lotus Domino Express Version 8.0
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e A firewall or proxy with the following conditions:

o support for the BlackBerry Enterprise Server to initiate an outgoing, two way TCP/IP
connection to external servers on port 3101

0 support for the resolution of Internet addresses using DNS
o0 transparency of the proxy server for proxy firewalls
¢ Credentials from the BlackBerry Enterprise Server installation media:
o0 CAL key
0 SRP identifier
0 SRP key
O SRP host

e Local account on the computer with full administrator access to the server. NOT
the administrator account itself.

o Normally we would create an account something like AdmIinBES, and ensure that this
account is added to the Administrators group on the local computer.

Once all of the pre-requisites have been met, it is possible to proceed with the
installation of the BlackBerry Enterprise Server software.
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Upgrading to BlackBerry Enterprise Server v4.1.7

Once all of the pre-requisites have been met, and the Lotus Domino server that is
going to act as the BlackBerry Enterprise Server has been installed and configured,
can route both Internal mail to Lotus Notes users, and also route SMTP mail, either
through a hub server or directly, then the BlackBerry Enterprise Server software may
be installed.

Pre-Upgrade Tasks

Before upgrading your BlackBerry Enterprise Server, it is strongly recommended that
you make backups of the following:

¢ BlackBerry Configuration Database
e BlackBerry Profiles Database

e BlackBerry State Databases

Upgrade Procedure

Log in to the server as the local administrative account that was originally used to
install and configure the BlackBerry Enterprise Server v4.1x..

Shut down the Lotus Domino server, and ensure that the service
is set to manual. It may be changed back to automatically start
after the installation has been completed.

To begin, locate the SETUP.EXE on the root of the CD-ROM that you were provided
with, and open the application.
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Once the installation begins, follow this process to complete the installation:

1. On the License Agreement screen, enter the User name, Organisation name,

and select the Country/Region to be that of your home country.

=7 BlackBerry Enterprise Server Installation - 4.1.7 (Bundle 27)

BlackBerry® Enterprise Server Installation £ BlackBerry.
& License Agresment In Progress
Upgrade Type r— Customer Informatiorn
User name: ||T Adrin
DOrganization: Id-PITl
Country/Fegion: IHepuinc of Ireland j

r— License Agreement

BLACKEERRY SOF TWARE LICENSE AGREEMENT il

PLEASE READ THIS DOCUMENT CAREFULLY BEFORE
INSTALLING OR USING THE SOFTWARE.

This Agreement licenses the use of the Software to you, the
customer, and contains warranty and liability disclaimers.

This BlackBerry Software License Agreement (the "Agreement”)
1= a legal agreement hetween you individually if you are agreeing
to it in your own capacity, or If you are authaorised to acouire the
Software on hehalf of your company ar another organization,
hetween the entity for whose henefit you act ("vou"), and
Research In Motion UK Limited Company Mo. 4022422 ("RIM") x|

% | accept the tems in the license agreement

= | do ot accept the terms in the license agreement.

Hext I LCancel |

2. Click on Next to proceed.

3. On the Upgrade Type screen, select the type of upgrade that you require.

As we are installing a basic BlackBerry Enterprise Server, we will just select the

defaults.

=% BlackBerry Enterprise Server Installation - 4.1.7 (Bundle 27)

BlackBerry® Enterprise Server Installation =='-‘B!ackBerry.

J License Agreement Cornplete
& |pgrade Type In Progress

Upgrade Setup Typs

The setup program detects that a previous version of the BlackBerry Enterprise Server iz intalled
on this computer. Pleaze select the upgrade setup type that you want to install.

+ BlackBeny Enterprze Server and components

' BlackBeny Enterprize Server with MDS Integration Service and components

Back | Neut I LCancel
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4.

5.

8.

Click on Next to proceed.

On the Apache License screen, select “I accept the terms in the license

agreement”

=7 BlackBerry Enterprise Server Installation - 4.1.7 (Bundle 27)

BlackBerry® Enterprise Server Installation :5-'B!ackBerry.
J License Agreement Cornplete
J Upgrade Type Complete —&pache License Agreement
J Instant Messaging ...  Complete " - "
& Apache Lizense In Progsss Copyright 2005 Research In Motion
Preinstallation Chec.. . . . .
Installation Infa Licensed under the Apache License, Version 2.0 (the "License");

Install

you may not use this file except in compliance with the License.
You may obtain a copy of the License at

<htto: . apache. orglicenses/LICENSE-2.0=

Unless required by applicable law ar agreed to in writing, software
distributed under the License is distributed on an "AS I3" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied.
See the License for the specific language governing permissions and
limitations under the License

Apache License
Version 2.0, January 2004

http:ifenenyy apache orgflicenses!

e e e e e e oo [

@ accept the terms in the license agreement

| do not accept the terms in the license agreement.

Back | Hext I LCancel |

Click on Next to proceed.

=% BlackBerry Enterprise Server Installation - 4.1.7 (Bundle 27)

BlackBerry® Enterprise Server Installation =='-‘B!ackBerry.

" Licenze Agraement
J Upgrade Type

J Instant Messaging ...

o dpache License
& Preirstalation Chec
Inztallation Info

Install

Cornplete
Cormplete
Cormplete
Complete
In Progress

Preinstallation Checklist

System Information
@ Operating System: Microsoft® ‘Windows® 2003 Teminal Server Service Pack 2
® Frevious Installation detected.

Pierequisite Component Installation Information

3Java® Funtime Ervironment [JAE] Yersion 6.0 Update 15 not detected.
P Actior: The setup program will install JRE Yersion 6.0 Update 15.

\/ Microsoft ML 4.20.9818.0 detected.

B Lotus Doming version 9 detectad.

~/ Microsoft® SOL Server™ or Microsoft SOL Server Deskiop Engine [MSDE]
database management system Yersion 8.00.761 detected.

 Microsoft® MET Yersion 1.1 detected.

Back | Mext I Lancel
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Click on Next to proceed.

The Preinstallation Checklist screen appears, and shows you a list of what
will be installed as a part of the installation of the BlackBerry software.
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9. The Installation Info screen appears.

=7 BlackBerry Enterprise Server Installation - 4.1.7 (Bundle 27)

BlackBerry® Enterprise Server Installation £ BlackBerry.
J License Agreement Cornplete
J Upgrade Type Complete — Microsoft Windaws Login Information
J Instant Messaging ...  Complete After reboot, you must login to this account to continue the installation.
( Apache License Cornplete
( Preinzstallation Chec...  Complete Account: I.besadrnin
S Installation Info In Progress -

Install Password: I xxxxxxx 9|

—Installation Falder

C:AProgram FileshResearch In Mation\BlackB ermy Enterprize Browse... |

Servery

i~ Log File Falder

Di:AProgram Files\Research In Mation'BlackBemy Enterprize Browse... |

ServeriLogsh

Back | HMext I LCancel |

10. Enter the password for the user that you are currently logged into the server
as. This user account/password will be used by a number of BlackBerry services
once the installation has been completed.

11. As this is an upgrade, you will be unable to change the folder for the
Installation files and/or the Log files.

12. Once all of this information is completed, click Next to proceed.

13. You will receive a notification that any remote BlackBerry Manager installations
should be upgraded after this upgrade is complete.

BlackBerry Enterprise Server Installation
i Moke: If wou administer this BlackBerry Enterprise Server using the BlackBerry Manager on one or more remote computers, you must close the BlackBerry Manager on all
\J) remote computers now, IF the Microsoft Windows Services o Computer Management windows open, close them, The setup program stops all BlackBerry services during the
upgrade,

The setup program skarks the BlackBerry services automatically at the end of the upgrade, or vou can skark them manually.

14. Click OK to proceed.

15. The initial installation will take place.
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=z BlackBerry Enterprise Server Installation - 4.1.7 (Bundle 27}

BlackBerry® Enterprise Server Installation = BlackBerry.
\/ License Agreement Complete
\/ Upgrade Type Complete
\/ Instant Messaging...  Complete The zetup program iz how installing the BlackBemy Enterprize Server files and the required
V’ Apache License Complete third-party applications. Thiz may take a while. Da not restart the computer while this iz in
\/ Preinstallation Chec...  Complete [EIRE
\/ Installation Info Complete — Installation 5tatu:
& |nstal Ih Progress e [ Sate i
Java Auntime Environment 6.0 update 15 Complets
BlackBerry Enterprize Server Installing

Found application: {4F024843-8C34-4085-B002-590804BCIEED}

Cancel
16. Once the installation has completed, a notification for a reboot of the server will
appear.
9 For the installation pracess ba continue autamatically, you must restart your computer,
</

Do yoU want ko restart your computer now?

uo|

17. Click on Yes to reboot the server at this point.

You will be unable to proceed with the upgrade unless you reboot the server at
this stage.

18. After the reboot, login to the server with the same user account that you were
carrying out the BlackBerry Enterprise Server upgrade.

Once you login, the installation procedure will continue

19. The Database Setting screen appears.
The database platform has already been defined by your original installation,
however, you may change this from a Local server to a Remote server should

you wish to migrate the database to another server at this time.

Generally, it is best to leave well enough alone at this stage, and to carry on
with the database configuration that you were already utilising.
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BlackBerry Enterprise Server Installation - 4.1.7 {(Bundle 27)

BlackBerry® Enterprise Server Installation

*#zBlackBerry.

o License Agreement
\f’ Upgrade Type

\/ Apache License

\/ Installation Info

\/ Inztall

& Databaze Setting
License Key
SRP Address
SRP Setting
WwLAMN SRP Setting

Secure Password
Start Service

\/ Instant Messaging ...

\/ Preinstallation Chec..

LA OTA Activatl..

Complete
Complete
Complete
Complete
Complete
Complete
Complete
In Piogress

Specify the values that you want to use for the BlackB ey Configuration D atabase.

Type the Microsoft® SOL Server™ name in one of the following formats:
<hosts¢ Micosoft SO Server instances or ¢host:

Database Location

& Laocal " Remate

— Database Information
v Back up egisting database to the default location before perfaming database updates
Microgaft SOL Server name:

|dFIT-BES

Database name: Port:
|BESMamt J1433
Drata directory:

ID \Program Files\Microsoft SOL Server\MSSOLAD ata

Backup directony:
ID “Program Files\Microsoft SOL Server\MSSOLAD ata

Browse... |
Browse... |

— Database Authentication
Authentication method: & Windows [usted)
SOL wser name: Password:

" SOL authentication

Irlnsta\ling\upgrading databaze.
[

i Lancel |
20. Click on Next to proceed.
21. You will be prompted to upgrade your database.
YOU mUSt upgrade thIS database before you can BlackBerry Enterprise Server Installation
complete the upgrade of the BlackBerry Enterprise ©) pepsenmatiuet bt

Server.

Click on Yes to upgrade the SQL database.

22.
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Once the database has been upgraded, click on OK.

-
\l) The database was created successfully.
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23. The next piece of information that is required is the Client Access License (CAL)
key that was provided with the installation package.

This CAL should be in the form of XXXXX=-XXXXX=-XXXXX-XXXXX-XXXXX, and
will normally begin with bescal-.

== BlackBerry Enterprise Server Installation - 4.1.7 (Bundle 27}

BlackBerry® Enterprise Server Installation =z BlackBerry.
\/ License Agreement Complete
\/ Upgrade Type Complete
\/ Instant Messaging ...  Complete
\/ Apache License Complete . . . .
‘/ Preinstallation Chee. . Complete Type the Client Access License [CAL| key that is printed an your installation CD or that was
provided to you,
" Installation Irfo Complete
" Install Complste
*/ Database Setting Complete
&F License Key In Progress
SRP Address Eie
SRP Setting

WLAN SRP Setting
WiLAN OTA Activat
Secure Password

Start Service

CAL Key should be in the form:

Back | Hext I LCancel |

24.  This should be pre-populated from your previous installation, however, if it is
not, then you should enter your CAL key, and click on Next to proceed.

25. The next screen allows you to set the SRP Address.

The SRP Address is critical to the functioning of the BlackBerry Enterprise
Server, and this is the address that the server will communicate with over Port
3101 (as defined in your pre-requisites).

For installations in Ireland, the SRP Address is:

srp.ie.blackberry.net

Which resolves to the following addresses:

193.109.81.33
93.186.25.33

Note that the addition of the 93.186.25.33 address is for BlackBerry SRP
Failover. If your BlackBerry Enterprise Server is unable to connect to this
address, it will not stop the upgrade proceeding, however, it is recommended
that this connectivity issue be resolved after the upgrade has completed.
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=z BlackBerry Enterprise Server Installation - 4.1.7 (Bundle 27}

BlackBerry® Enterprise Server Installation {-.‘B!acksen-y_

\/ License Agreement Complete
\/ Upgrade Type Complete

\/ Ingtant Messaging ... Complete Using the SRP authentication information provided with vour software,

V’ Apache License Complete type the SRP address for the physical location of your BlackBerry device users.
\/ Preinstallation Chec...  Complete To test the availability of the BlackBemy® nfrastucture, click Test Metwork Connection.
\/ Installation [nfo Complete
\/ Install Complete
\/ Databasze Setting Complete
\/ Licenze Key Complete
= SAP Addiess In Progress — SRP Addie
SRP Setting

WwLAN SRP Setting
WwLAN OTA Activat..
Secure Paszmard

Start Service Test Network Connection |

Test rzsult:

Hast: |&

|

Back | Hext I Cancel |

You may test the Network Connection by clicking on the Test Network
Connection button. It is strongly recommended that you perform this test — in
the event that the test fails, it indicates that there is a communications issue —
normally firewall related, where the Port 3101 is not permitted.

26. Click on Next to proceed.

27. The SRP Setting screen appears. The SRP Identifier and SRP Authentication
Key were supplied with your software, and are unique to your installation.

=z BlackBerry Enterprise Server Installation - 4.1.7 (Bundle 27}

BlackBerry® Enterprise Server Installation a3z BlackBerry.

\/ License Agreement Complete
\/ Upgrade Type Complete

\/ Instant Meszaging .. Complete T specify how pou want e BlackBeny Enterprise Server ta communicate with the BlackBemy®

\/ Apache License Complete Infrastiuctue, tppe the SEF identifier and authentication key pravided with vour software.
\/ Preinstallation Chec... Complete Mote: ‘vou can make required changes to the SRP authentication infomation using
\/ Installation Info Complete i Bl e e
pl
\/ Install Complete
+ Database Setting Camplete - SR &uthentication Infamation
\/ License Key Complete
" GRP hddress Complste
= SAP Setting In Progress

X SHF dentifier: IS“ Impart SRR Information |
WLAN SRP Setting

WLAN OTA Activat... SER authentication key: hm'. o :

Secure Paszward

Start Service - .
Hast jauting information: I

Walidate SHEF Key and 1D |

Back LCancel
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The details of this SRP combination should be kept strictly confidential, and should
never be shared with any one. In the event that you have connectivity issues, the SRP
Identifier will be requested by RIM Support, but never the authentication key.

28. Enter you SRP ldentifier and SRP Authentication Key, or alternatively you could
import it from a Text file.

The format of the text file for the SRP Key is as follows:

Name of file:
15 Line:
2" Line:

Sample file:

srp_auth.srp
contains only your SRP ldentifier

contains only you SRP Authentication Key

S111111

XXX = XXX = XHKKX = XXX = XRKHK = XKKX = XXX = XXX = XXX =X XXX

29. Click on Next to proceed.

30. The next two screens are for WLAN setups, which by default are not enabled
(particularly here in Ireland), so you can just click Next to continue with the
installation.

=7 Blac kBerry Bnberpeise Serecr lmtallation - 4.1.7 {Bandie 27}

BlackBerry® Entarprize Server Installation

=7 Blac kBerry Bnberpeise Serecr lmtallation - 4.1.7 {Bandie 27}

":'-'EI'!ackEl'en'y BlackBerry® Entarprize Server Installation

25 BlackBerry

' Licrnee genmont
 Upgrads Type

' Instart Meszagng
' Apache Licnnse

' Inatalstion Info

v Instad

" Ditsbare Seting

o License Ky

o SHF fukbnss

" SRP Seiing

& WLAN SAP Settng
WLAN (T4 fctiont
Secizn Passwoed
Shat Service

" Preiutalation Chec..

Qpfal
Configure fof WLAN <riy uie.

" Liconse Agesmert Comgien
' Upgreds Tyoe Comglete
' Instar Messagng . Complme

ek enond
WLAN baved BlackBany devices.

e 5 thy el v Apache License Compistn
" Preirutalation Chec. Complete

W yous seslact this cpbion.
AT 8 B W e e

L + Instalation Info Comgiste

bied et rstrace 1 ' Instad Courpindn
" Ditsbare Seting Comglete
o Licenos Fay Complste
o SHF fukbnss Corplaln
' SRP Seitng Comglete

 WLAN SAPSeting  Conplle

o WLAN DA ekl b Prcxgnss
Secisn Pazsoed
Shat Service

[ T |

r

&
v i Simtver pant
[ F

From addmas Ioe ETF messager

Craman that ETP mesiagns can be bent i [smedy fiedd ot no flenreg)
I

B[]

|
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31.

32.

33.

The installation, and basic configuration of th
now completed.

The Start Service screen appears.

BlackBerry Enterprise Server Installation - 4.1.7 (Bundle 27)

BlackBerry® Enterprise Server Installation

\/ License Agreement
\/ Upgrade Type

\/ Instant Meszaging ..

\/ Apache License

\/ Preinstallation Ches...

" Installation Irfo

" Install

" Datahase Setting
" License Kep

" SRP hddress

" SRP Setting

" WLAN SRP Setting
o WILAN OTA Activat
" Genue Password
& Start Service

Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
In Progress

Setup iz ready to configure the program features.
Tao werify o change settings, click Back.
Click. "'Start Service" to apply the configuration and settings you entered.

— Rieadme Fil
Do you want to see the readme file?

W ires, | want to see the readme file.

— Service:
To start the BlackBerry Enterprize Server, select the Start Service.

¥ Start Service

Start Service Result

I]

Back | SlarlSerxiceI LCancel |

Click on Start Service to proceed.

BlackBerry Enterprise Server Installation - 4.1.7 {Bundle 27)

BlackBerry® Enterprise Server Installation

*#z BlackBerry.

" License Agreement
s/ Upgrade Type

s/ Instant Meszaging ..

" Apache License
o Preinstallation Cher:
\/ Installation Info
\/ Install

\/ Databasze Setting
\/ Licensze Key

' SRP fddress

" SRF Setting

o WLAN SRP Setting

o WLAN OTA Activat...

\/ Secure Password
&F Stait Service

Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
In Progress

Y'ou have successhully completed the installation. Click Finish ta exit.

— Readme File
Do pou want to gee the readme file?

I~ Yes. | want to see the readme file.

~ Service:
To start the BlackBerry Enterprise Server, select the Start Service.

¥ Start Service

Start Service Result

BlackBemy Contraller has successhully started

BlackBermy Router has successfully started.

BlackBemy Dispatcher has successfully stared.

BlackBermy MDS Cannection Service has successfully startted.
BlackBermy Policy Service has successfully started.
BlackBermy Attachment Service has successhully started.
BlackBemy Synchronization Service has successfully started.
BlackBermy Alert has successfully started.

1]

Bark

Cancel |
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e BlackBerry Enterprise Server is

As each service starts, the Start Service Result will appear above. Once all of
the services have started, the BlackBerry Enterprise Server is ready for use.
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