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Configuring BES v4.1.x MDS Connection Service

This document presumes that you already have the BlackBerry Enterprise Server

v4.1.5 or v4.1.6 installed and functioning, and that you require the server to route all
Internet requests via a corporate proxy server.

MDS Connection Service Configuration

1. Launch BlackBerry Manager

2. Navigate to the MDS instance (e.g. DPIT-BES_MDS _CS 1)

=z BlackBerry Manager-Security Administrator Authority
File Edt Tools Wiew Help

=1olx|

ExplnrerView | % Refresh

Explorer Wiew

x | | Connechion Service

@ BlackBerry Domain
=] % Servers
CN=BES{0=d-PIT
" [ DPIT-BES_MDS-C5_t
H ﬂ User Groups
H @ Lacal Parts (Device Management)

1 | i3

Ready

Status: Running

Server

Hame: CPIT-BES_MDS-C5_1
Versiom: 41626

Is push server: True
Authorization

exceptions: 0
Authorization failures: 0
Authorization
successes: 0
Connections truncated: 0
Device authentication
failures: 0

Max content size of
device connections

(KB): 0

Total content size of
device connections

(KB): 0

Humber of packets from
device connections: 0
Device connections: 0
Max content size of push
connections (KB): 0

Total content size of push
connections (KB): 0
Humber of packets from
push connections: 0
Push connections: 0

Edit Properties

Common

[ 175 .

 Stop Service
# Restart Service
# Unset as Push Server

# Clear Statistics

iz BlackBerry

E

3. Click on Edit Properties

BlackBerry MDS Connection Service : x|
e Propertiss Server Name DPIT-BES_MOS-CS_1
= General [ Connection to BlackBerry Server
® Access Control Connection to BlackBerry Server 1 item)
® HTTP = Ports
® Proxy \Wieh Server Listen Port anan
® Lbap Wiely Server SSL Listen Port 8443
® OCSP (= Flow Control
® TLSHTTPS Maimum KEVConnection 256
: g:?l:\pui:enticat\on Flowy Cantrol Timeout E00000
[ Scalable Sockets
® Stats 5
@ Logs Use Persistent Socket Falze
Thread Paol Size 200
Maximum Simultaneous Persistent Sockets 2000
[ Database
Acdmin Configurstion Cycle Timer El
General
Enahles you to view connection information and manage ports and flowe control ;I
I

o]

Cancel |

Aply |
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4. Click on Proxy

BlackBerry MDS Connection Service

[ Properties
® General
® Access Control
® HTTP

LDAP

QICSP

TLSHTTPS
Push/Pap

R34 Authentication
Stats

@ Logs

R EEEEE S

E General
Procey Mappings

(2 tems)

Proxy

Contains settings that define how the BlackBerry component uses & proxy server for communication ;I
with an intranet or the Internet or & Proxy Auto-Configurstion file.

5. Click on the Proxy Mappings field, and then click on the ... that appears.

6. The Proxy Mappings screen appears

There should be at least two entries in here.
One for http://.* and one for https://.*

7. If there are two defined, proceed to step 10.

8. If there are none defined, click on New.

Proxy Mappings

Universal Resource Locator

& hitpi
& hitpsiit

Remove
Properies. ..
Tesy Gopy...

Iake Eirat

Pane Up

ane Do

P

Make Last

o]

Cancel

Apply.

9. Create a new entry, where the Universal Resource Locator is http://.* (and another one
separately with the Universal Resource Locator is https://.*)
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https://.*/

10. Highlight the first one (http://.*), and click on Properties.

BlackBerry MDS Connection Service Proxy Configurations ﬂ
a Properties Universal Resource Locator it
B Proxy Description
Priocey String PRCHY DPIT-PRCFYB080
User Name hesadmin
Passward ArEREEES
Pazzword (Confirmation) ArEREERE
Proxy
Contains settings that define how the BlackBerry component uses & proxy server for communication ;I
with an intranet or the Internet or & Proxy Auto-Configurstion file.
=]
OK I Cancel | Al |

11.The Proxy String details the proxy server that the MDS Service is to use

12.The User Name and Password fields may be filled in which results in the user not

13.

14.

having to authenticate with the proxy server.

If these fields are not completed, then the user will be prompted for authentication on

the Proxy server.

If the Proxy String field is not populated, click
on the field, and then click on the ... that
appears.

If there is no Proxy Item defined, click on
New, otherwise highlight and click on
Properties.
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€ PROXY DPIT-PROX Y3080

Eemove
Propeties...
Tesy Capy..

Iilate Eirst

Iawe Up

o Do

R

Make Last

o]

Cancel

Apply
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a Properties Proxy tem PR DPIT-PROE T E0E0
g Proxy String Proxy String DPIT-PRO T B0S0
Provy Type PROMY -
AUTO
DIRECT

PAC

Proxy Type
Set the proxy type for the URL. Permitted walues are: PROHY - petmit connections through a default or d
ron-cefault proxy server, DIRECT - permit direct connections that do not route through a proxy server,
PAC - permit connections using & Proxy Auto-Configuration file; ancd AUTO - configure the BlackBerry
component to auto detect & Proxy Auto-Configuration file. ;I

OK | Cancel | Aaply |

15. Define all of the settings for the Proxy server as required.

In this example, the proxy server is called DPIT-PROXY, and is on Port 8080.

16. Once all of the details are correct, click on Apply, followed by OK.
17.Click on OK.

18. Click on Apply and OK.

19. Repeat steps 7 thru 18 for https://.*

20. Back at the mail BlackBerry Manager screen, click on Restart Service.
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